Job Title

OT (Operations Technology) Engineer

Business Unit / Group
Function

OBU

BU Team / Sub-Function

Distilleries Engineering Team

Location SBP

Team Leader OT (Operations Technology) Engineer Team Lead
Team Members No

Job Level 4A

Role Purpose

To ensure the secure, reliable, and compliant operation of Operational Technology (OT) infrastructure and
industrial control systems (ICS) within WG&S Operations Business Unit.

Accountabilities

e Develop and maintain OT and ICS architectures to distilling and bottling functional and non-functional

requirements.

e Ensure robust connectivity between OT and Company IT systems while maintaining segmentation and

cybersecurity best practices.

o Apply national cybersecurity frameworks (e.g. National Cyber Security Centre Cyber Assessment
Framework) principles to OT environments, focusing on risk management, access control, and incident

response.

e Manage all OT projects to deliver the OT plan across all distilling and bottling sites that are not covered in
the normal scope of the maintenance teams and through pre-planned maintenance activities.

o Coordinate firmware updates, patching, and configuration changes through structured change control
processes with maintenance teams

e Monitor OT systems to ensure uptime and rapid fault resolution across critical distilling and bottling

processes.

e Lead root cause analysis for OT-related incidents, minimising impact on production.
e Maintain documentation including OT policies and standards, network diagrams, risk registers, and

improvement plans.

e Work GTS, Engineering, Maintenance, Quality, and Compliance teams to deliver OT plans and achieve

achieve business objectives.

¢ Provide technical input during onboarding of new equipment, upgrades, and digital initiatives (e.g., smart

factory rollouts).

e Report on OT system health, vulnerabilities, and remediation activities to stakeholders.
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