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ROLE PROFILE
	Job Title
	GTS Operations Security Analyst

	Business Unit / Group Function
	Central Services

	BU Team / Sub-Function
	Group Technology Services

	Location
	Arete

	Team Leader
	Operations Information Security Leader

	Team Members
	No

	Job Level
	4b

	Role Purpose 
The Security Analyst role is part of the Security operations team; the team will continually monitor the organisation for Cyber security attacks, report on Cyber security effectiveness through operational metrics, and implement and operate our security services. 

	Accountabilities
· Proactively monitor the environment to detect, investigate, and respond to potential security incidents
· Develop, execute and track the performance of security measures to protect information and network infrastructure and computer systems.
· Correlate data from multiple sources to build dashboards, alerts and reports.
· Work with the Security engineers to continually improve our existing security services. 
· Conduct vulnerability assessments for networks, applications and operating systems. 
· Develop operational security processes which may include playbooks, regular scans, daily checks etc.
· Input into the Planning, development, implementing and update company’s information security strategy.

Skills and Qualifications:

· Works to agreed individual and team objectives with full responsibility for quality of work performed.  
· Strong communication, process, logical thinking and organization skills
· Demonstrates ability to work cooperatively alongside others to deliver team goals.
· Experience of Microsoft and Windows and associated technologies.
· Basic knowledge of networking and network infrastructure
· Experience operating Security services for example SIEM, Endpoint protection, EDR, Vulnerability management platforms.

The role holder should hold one or more relevant industry qualifications. Examples are:
· Cyber related degree or relevant experience
· 2 years’ experience in a Cyber Security focused role
· Cyber Security professional certifications advantageous for example, CISSP, CREST, ISACA, GIAC.  
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